LISTA 1

FIREWALL CHECKLIST

Pre Audit Checklist

29.

How is public access to the Web Servers protected by the firewall?

Firewall Configuration
32.

Have all updates identified by the vendor been applied.

33.

Is there a DMZ?

Does the firewall properly separate the DMZ from the inside network and the outside network?

36.

Is there a Firewall filter change control procedure?

37.

Identify the rules that should be enforced by the firewall (what services are allowed between source and

destination).

38.

Is encryption used for authorized services?

40.

What are the filtering techniques used to permit or deny services to specified host systems?

42.

Evaluate the order of firewall rules for effectiveness.
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43.

Does the firewall have the following controls in place?

URL screening.

Port blocking.

IP spoofing.

Packet screening.

Prevent Denial of Service attacks.

Incoming Java or ActiveX screening.

Anti-virus protection.

44.

Does the firewall support a "deny all services except those specifically permitted" policy.

45.

Is the Firewall configured according to xyz Standards and Guidelines and does the firewall effectively

enforce the Internet security policy?

48.

What are the threats for which response has been automated (e.g. denial of service attacks, spoofing)?

50.

Are the firewall activities logged?

Are there procedures in place to monitor and act upon any inappropriate activities?

53.

Are all inbound services, outbound services, and access attempts to or through the firewall that violates

the policy are all logged and monitored.

63.

What is the effectiveness of the firewall in enforcing xyz's security policy as reported to management?

Physical Security
ROBERT M:

1(9.)

Identifiera vilka metoder/program andra än Netfilter som används för att få tillgång till Internet (från 

"trusted network") och från Internet (från "untrusted network") till datorn som har access (ex modem, dial-in

s.k fjärrstyrningsprogram etc...). Kontrollera vilka Netfilter stoppar.

NOTERING: denna labbpunkt kan behövs göra i skolan,,,,,,,,

2(12.) Is there documentation that clearly defines the roles and responsibilities of firewall administration,

including training and testing of firewall configuration?

3(6.)

Identify the operating system (stödjer bara linux netfilter?) supporting the firewall.

ACCESS CONTROL:

5(16.)

What levels of access are privileges granted?

6(18.)

Is there a password policy? Have password control features been implemented for all accounts? (I.e. required use, 

minimum length,periodic changes, etc.)?

utveckla vidare i resonemang.

7(21.)Are there controls that ensure that access to the Internet is granted to only those authorized individuals?


kan man sätta grupprättigheter m.m

8(23.)

Evaluate whether the authentication methodologies (i.e., proxy) used are effective och om det finns ?

9(25.)

finns det kontroller i Netfilter som (Does the security administrator) periodically review the users that have 

access to the Internet? kan administratorn ha koll på loggar?? finns spärr funktioner i Netfilter? kan man 

utesluta vissa sidor?

((((((((When was the most recent review?))))))))))))

12(29.)

How is public access to the Web Servers protected by the firewall?

14(36.)

Is there a Firewall filter change control procedure?

15(37.)

Identify the rules that should be enforced by the firewall (what services are allowed between source and

destination).

16(38.)

Is encryption used for authorized services?

17(40.)

What are the filtering techniques used to permit or deny services to specified host systems?

18(41.)

Is Network Address Translation being performed and, if so, is it properly configured?

19(43.)

Does the firewall have the following controls in place?

URL screening.

Port blocking.

IP spoofing.

Packet screening.

Prevent Denial of Service attacks.

Incoming Java or ActiveX screening.

Anti-virus protection.

20(47.)

Is there an Intrusion Detection System (IDS) in place?

21(48.)

What are the threats for which response has been automated (e.g. denial of service attacks, spoofing)?

22(50.)

Are the firewall activities logged?

Are there procedures in place to monitor and act upon any inappropriate activities?

NOTERING utveckla vidare........

Lista 2
 

	No.
	Security Elements

		
		
		Stateful inspection
Review the state tables to ensure that appropriate rules are set up in terms of source and destination IP’s, source and destination ports and timeouts.
Ensure that the timeouts are appropriate so as not to give the hacker too much time to launch a successful attack.
For URL’s 

· If a URL filtering server is used, ensure that it is appropriately defined in the firewall software. If the filtering server is external to the organisation ensure that it is a trusted source. 
· If the URL is from a file, ensure that there is adequate protection for this file to ensure no unauthorised modifications. 

Ensure that specific traffic containing scripts; ActiveX and java are striped prior to being allowed into the internal network.
If filtering on MAC addresses is allowed, review the filters to ensure that it is restricted to the appropriate MAC’s as defined in the security policy.

		Logging 
Ensure that logging is enabled and that the logs are reviewed to identify any potential patterns that could indicate an attack.

		Patches and updates
Ensure that the latest patches and updates relating to your firewall product is tested and installed.
If patches and updates are automatically downloaded from the vendors’ websites, ensure that the update is received from a trusted site.
In the event that patches and updates are e-mailed to the systems administrator ensure that digital signatures are used to verify the vendor and ensure that the information has not been modified en-route.

		
		Vulnerability assessments/ Testing
Ascertain if there is a procedure to test for open ports using nmap and whether unnecessary ports are closed.
Ensure that there is a procedure to test the rulesets when established or changed so as not to create a denial of service on the organisation or allow any weaknesses to continue undetected.

		
		Ensure that the following spoofed, private (RFC 1918) and illegal addresses are blocked:
Standard unroutables
· 255.255.255.255 
· 127.0.0.0 

Private (RFC 1918) addresses
· 10.0.0.0 – 10.255.255.255 
· 172.16.0.0 – 172.31.255.255 
· 192.168.0.0  - 192.168.255.255 

Reserved addresses
· 240.0.0.0 

Illegal addresses
· 0.0.0.0 

UDP echo
ICMP broadcast (RFC 2644)
Ensure that traffic from the above addresses is not transmitted by the interface.

		Ensure that loose source routing and strict source routing (lsrsr & ssrr) are blocked and logged by the firewall.

		Port restrictions  
KOLLA om följande portar är standard (default) stoppade eller om man kan göra det i efterhand, kan vara ett förslag att den ska blocka dessa som default det kanske man kan ha med i utvärderingen?

the following ports should blocked:
Service
Port Type
 Port Number 

DNS Zone Transfers except from external secondary DNS servers
TCP 

53 
 

TFTP Daemon
UDP
69 

Link
TCP
87 

SUN RPC
TCP & UDP
111 

BSD UNIX
TCP
512 – 514 

LPD
TCP
515 

UUCPD
TCP
540 

Open Windows
TCP & UDP
2000 

NFS
TCP & UDP
2049 

X Windows
TCP & UDP
6000 – 6255 

Small services
TCP & UDP
20 and below 

FTP
TCP
21 

SSH
TCP
22 

Telnet
TCP
23 

SMTP (except external mail relays)
TCP
25 

NTP
TCP & UDP
37 

Finger
TCP
79 

HTTP (except to external web servers)
TCP
80 

POP
TCP
109 &110 

NNTP
TCP
119 

NTP
TCP
123 

NetBIOS in Windows NT
TCP &UDP
135 

NetBIOS in Windows NT
UDP
137 & 138 

NetBIOS
TCP
139 

IMAP
TCP
143 

SNMP
TCP
161 &162 

SNMP
UDP
161 &162 

BGP
TCP
179 

LDAP
TCP &UDP
389 

SSL (except to external web servers)
TCP
443 

NetBIOS in Win2k
TCP &UDP
445 

Syslog
UDP
514 

SOCKS
TCP
1080 

Cisco AUX port
TCP 
2001 

Cisco AUX port (stream)
TCP
4001 

Lockd (Linux DoS Vulnerability)
TCP &UDP
4045 

Cisco AUX port (binary)
TCP
6001 

Common high order HTTP ports
TCP
8000, 8080, 8888 


		Remote access
If remote access is to be used, ensure that the SSH protocol (port 22) is used instead of Telnet.

		File Transfers
If FTP is a requirement, ensure that the server, which supports FTP, is placed in a different subnet than the internal protected network.

		Mail Traffic
Ascertain which protocol is used for mail and ensure that there is a rule to block incoming mail traffic except to internal mail.

		ICMP (ICMP 8, 11, 3)
Ensure that there is a rule blocking ICMP echo requests and replies.
Ensure that there is a rule blocking outgoing time exceeded and unreachable messages. 

		IP Readdressing/IP Masquerading
Ensure that the firewall rules have the readdressing option enabled such that internal IP addresses are not displayed to the external untrusted networks.


	


 

		Zone Transfers
If the firewall is stateful, ensure packet filtering for UDP/TCP 53. IP packets for UDP 53 from the Internet are limited to authorised replies from the internal network. If the packet were not replying to a request from the internal DNS server, the firewall would deny it. The firewall is also denying IP packets for TCP 53 on the internal DNS server, besides those from authorised external secondary DNS servers, to prevent unauthorised zone transfers.


		
		
		
		
		
		
		

	


