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Abstract

An Evaluation of Personal Firewalls from a Security Perspective
an undergraduate thesis by Robert Meurlin & Andrés Vega
Malicious persons e.g. crackers have devised more refined methods to circumvent a firewall’s access control policies. A cracker uses these methods not only for finding an open port on a computer, but also for obtaining information about known exploits and vulnerabilities that an application might have. This information can be used by a cracker to carry out different types of attacks e.g. gaining administration access to computers and circumvent access control, DoS-attacks, install trojan software that bypass security and facilitates access to applications. A firewall’s task is to protect a computer or network from these and other types of threats by filtering out suspicious communications. 

The aim of this study is to evaluate ten selected firewalls from a security perspective. Eight of the selected firewalls are free for personal use and were chosen based on popularity from a homepage with free software. The firewalls in Microsoft Windows XP SP 2 and Fedora Core 2 are both built-in the operating system. The firewalls are evaluated by using three methods; port scanning, test of outgoing traffic and vulnerability testing. The first method examines if the evaluated firewalls can protect open ports from being identified and used for more advanced types of attacks. The second method examines if the firewalls can prevent outgoing traffic from being initiated by a malicious program. The third and last method examines if the firewalls can protect a computer with applications that have known exploits and vulnerabilities. The tests were all performed in a controlled environment so that outside interference would not affect the results. The thesis investigates only the security functionality level of the selected firewalls.
The results of this study shows that three of ten tested firewalls can protect against the three methods used for evaluating firewalls from a security perspective. Five of ten firewalls failed in one way or another to give protection in the method port scanning. Two of ten firewalls failed to stop initiation of outgoing traffic by the malicious programs used in the method test of outgoing traffic. The vulnerability test showed that six out of ten firewalls failed to protect against this method. Netfilter that is part of the Linux kernel and is included with the Linux distribution Fedora Core 2, Outpost Firewall 1.0 and Zonealarm 6 for Windows based operating systems managed to protect against the three methods used for evaluating firewalls. The firewalls that did not manage to protect against one or more of the test methods render possible for a malicious person to perform several types of attacks.
